: Laptop J) <alae)

s agiy) Glaaladl) &l Ll Jsaall Al yall SSID JF ) Jsaall

Start 4l ' -)

Network and ~ Network and Internet = Control Panel JLis) o~ »

Eng M.Hazem

. Sharing Center

'{Q Internet Explorer
& P

@ Firefox
u"ﬁ HyperTerminal Private Edition

CiN

Command Prompt

- Control Panel
%J) Remote Des% Connection

g ExtraPuTTY

IE, Microsoft Lync 2010
n
Y

At

VLC media player

fg CyberGauge

TFTP
5 TFTP Server

B["xjnaglt 1_’1
E Snay?; Editor

Documents

Pictures

Music

Games

Recent Items
Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

[rograms

| Seffrch programs and file
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w Action Center ‘f “ Administrative Tools M A AutoPlay ¥ Backup and Restore - Color Management

'&;j" Credential Manager B Date and Time Default Location . Default Programs L Desktop Gadgets

é! Device Manager Devices and Printers Display ) Ease of Access Center Flash Player

»17' Folder Options Fonts Getting Started HomeGroup %2 HP Wireless Assistant

Intel(R) GMA Driver for

. | 2 i i
IDT Audio Control Panel G IndexingOptions Mobile

Internet Options £, | Java

Mail (Microsoft Outlook

N N
2016) Aouse Ay Bluetooth

Java Plug-in 1.3.1_02 Keyboard

Notification Area Icons Parental Controls ¢ Phone and Modem

KA Network and Sharing Performance Information
Center L = and Tools

N‘? Power Options Programs and Features A Recovery 7 Region and Language Remoteépp and Desktop
Z ) ) Connections

§ ~‘P Sound iy Speech Recognition ¥ Sync Center [ System = i Taskbar and Start Menu

Windows Anytime ';1

Upgrade Windows CardSpace 'Q‘ﬂ Windows Defender

\;ﬂ Troubleshooting ) User Accounts

Manage Wireless networks e hial -Y

@U’FE » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home 2 3 z 3 5
View your basic network information and set up connections

I Manage wireless networks I P_L R® "‘- D See full map
b .

CITC-HP Internet
Change advanced sharing (This computer)
settings

Change adapter settings

View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings

G4 Set up a new connection or network
- . -
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

W« Connect to a network
-~

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

oshall oda (A Y Heabg e CODEAY) Al Vo sl addiid
ARESTATPIRER NN

Network and ~ Network and Internet » Control Panel _Lis) 2x
Sharing Center

Set up a new connection or network _Lis) st
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Network and Sharing Center
A S <« Net.. > Network and Sharin... v O

View your basic network information and set up
connections

Control Panel Home

Change adapter settings View your active networks

Change advanced sharing Access type: lismet
settings
bm-netiwork HomeGroup: Ready to
Create
Connections: g8 Wi-Fi
(hm-network)

Private network

Change your networking settings

ﬁ. ISct up a new connection or network I
<

Set up a broadband, dial-up, or VPN connection; or set up a
router or access point.

HomeGroup
- Troublechant nrobleme
Infrared Troubleshoot problems

i i rork lems, leshooti
Internet Options Diagnose and repair network problems, or get troubleshooting
information.
Windows Firewall

V sy aadiial -V

@Q-Idﬂﬂ » Control Panel » Network and Internet » Manage Wireless Networks v‘¢,\F

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

m Adapter properties_ Profile types  Network and Sharing Center

Add a wireless network

etw 4 and reorder (31)

Eng_Staff
u

UNC_WL 248
Cisco00139

Cisco00127

Eng M.Hazem Eng A.nabawie




s L) ojkij\ 0l ‘53\/ D9l g e um‘y‘eﬂ;\u A0 j)éﬁﬂjem
D) 9 g Al
Manually connect to a wireless network sl » »

- X

? Set Up a Connection or Network

Choose a connection option

G‘O Connect to the Internet

L‘". Set up a new network

ﬁ IManually connect to a wireless network
i Connect to a hidden network or create a new wireless profile

| }, Connect to a workplace
| et s dial-ut VPN

V g aadiial - €
Manually create a network profile _Lis) i

Windows tries to connect to these networks in the order listed below.

P

m|
Add  Adapter properties  Profile types  Network and Sharing ‘E = @

- X
Networks you can view, modify, and reorder (31) & w1l Manually connect to a wireless network

= Eng_Staff
Ay« How do you want to add a network?

ALk Manually create a network profile

“=. This creates a new network profile or locates an existing network and saves a profile
instant Se for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

UNC_WL 248
Cisco00139
Cisco00127

elshenawy

Blink9FDFOS
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s aallll Clalae W) Jaal a4l aasall 8 o

Ledl Jsaall 2l el SSID J) sl 458 o> 3 Network name 4l

capital s small s all AliSelel jo xa

WPA2-Enterprise Jia) (o~ » Security type 4 8
AES _Widl a5 Encryption type 4\& &

NEXT e Laall

Add  Adapter properties  Profile types  Network and Sharing =3 c]

= : .
Networks you can view, modify, and reorder (31) @ «!! Manually connect to a wireless network

=~ Eng_Staff
» Enter information for the wireless network you want to add

carc

Network name: l Eng_staff I

instant Se Security type: IlWPAZ-Enterprise 'J I

e Encryption type: Il AES = l I

Security Key: Hide characters

Cisco00139 - ; . .
|¥] Start this connection automatically

[] Connect even if the network is not broadcasting

Cisco00127 = Warning: If you select this option, your computer's privacy might be at risk.

elshenawy

Blink8FDF95 e Cancel
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Change connection settings sl -1

Add  Adapter properties  Profiletypes  Network and Sharing =) & @

" g
Networks you can view, modify, and reorder (32) {z7) =t Manually connect to a wireless network

ENG_staff

» Successfully added ENG_staff

Eng_Staff

< Change connection settings
Open the connection properties so that I can change the settings.

instant

UNC_WL 248

Cisco00139

Cisco00127

. Security <y sill 4dle a2V

&, 1! Manually connect to a wireless network

Successfully added ENG_staff

ENG_staff Wireless Network Properties

[ Connecﬁonl Securityl

Name: ENG_staff
SSID: ENG_staff
Network type: Access point

Network availability:  All users

[7] Connect automatically when this network is in range
|| Connect to a more preferred network if available

[] Connect even if the network is not broadcasting its name (SSID)
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. Settings e Laall -A

&, ' Manually connect to a wireless network

Successfully added ENG_staff

ENG_staff Wireless Network Properties

Eonnecﬁoini Security |

Security type: [wPa2Enterprise

Encryption type: [AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v I Settings I

[¥]Remember my credentials for this connection each
time I'm logged on

Advanced settings

Validate server certificate Jisl aac -9
EAP-MSCHAP v2 sl oiy Authentication Method 4ils (& =)+
Configure e Laall  -))

Protected EAP Properties

When connecting:

ILJ Validate server certificate I

Connect to these servers:

] AddTrust External CA Root

Baltimore CyberTrust Root

|| DigiCert Global Root CA
al| DigiCert High Assurance EV Root CA

< m q

Do not prompt user to authorize L servers or trusted
certification auth: S,

Select Authentication Me!

lSemred password (EAP-MSCHAP v2) X I' Configure... l

[¥]Enable Fast Reconnect

|| Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy
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Automatically use my Windows logon on name and il s -VY

password
OK e bxxall VY

‘

o |l @ |[==]

&, ' Manually connect to a wireless network

Successfullv added ENG staff
Protected EAP Properties

~

EAP MSCHAPv2 Properties =

When connecting:

uutomalicaliy use my Windows logon name and
assword (and domain if any).

l OK Cancel

[7] Class 3 Public Primary Certification Authority
[7] Digicert Assured ID Root CA
[”] DigiCert Global Root CA
| DigiCert High Assurance EV Root CA
£ I

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] { Configure...

[V Enable Fast Reconnect
["]Enforce Network Access Protection
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Advanced settings e haall o 5

-

ENG_staff Wireless Network Properties

[ Connection | Security |

Security type: | WPA2-Enterprise

Encryption type: [AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v] l Settings

[V]Remember my credentials for this connection each
time I'm logged on

[ Advanced settings ]
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802.1X settings. —usill 4adle HLas) )
Specify authentication mode _Lisl -Y

User or computer authentication ksl -¥
OK e Lzl -¢

-

Advanced settings @

802, 1X settings QFSMnQS N

bpecify authentication mode:

User or computer authentication Save aedentials

Delete credentials for all users

("] Enable single sign on for this network
@) Perform immediately before user logon
Perform immediately after user logon
10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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[ENG_students] s\[ENG_Staff] Ji SSID J) A Jsaall aie o) pal

Test_President N
Test_Phar ::,“ |
Test_Med M|
Test MULAN k|
- b s | |}

Test_Admin ﬁ! _

» "
Cities a1l
r
ENG_Staff A1
t:
MUH %l

. .
Medicine- Staff a1l

sl |

il

i
EMG_Students alll

-

Pharmare Staff r:'||

Open Metwork and Sharing Center

Test_President :;“‘
ConfigMe ol
CITC al
ENG_Staff o
Cities v
ENG_Students el
MUH 4|
Medicine-Staff il

ELl

Medicine-Students :: |

Pharmacy_Staff -.t' ‘ I

Pharmacy_Students : |

Open Network and Sharing Center
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 eaiinually (alal) udl 4al 5 axtiall aud Ji) Glla S

Windows Security

[ Network Authentication

Please enter user credentials

e e —
l | Dser name
| Password

][ Cancel ]
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