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Abstract

According to who live now, security has emerged as the most crucial aspect of human existence.
Right now; cost is the most important consideration. This approach is a great way to cut down on
the expense of having outside observers track the movement. Face recognition technology can
enhance security in smart homes by replacing traditional security systems with Al-based systems,
providing a secure and convenient access control mechanism. The goal ofthis research Is to create

Research Paper Data:

* g 51/-776” T;D[;, a facial detection-enabled door lock system for smart homes, preventing unwanted entry and
: R‘;Vg; df ’ boosting security in general. The suggested system is made to support many users and restrict
o Accepted: access to those who have registered. The technology uses an impenetrable method to confirm that

actual faces are there and excludes images that are either printed or digital. This profect uses
computer vision and artificial intelligence to help establish a quick, safe, and effective way to use
facial recognition technology to increase the security of smart homes.
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1. Introduction

An intelligent home security system is a combination of
several advanced technology-driven components working
together to improve your home’s security. It often
includes video surveillance & security cameras Cyprus,
providing real-time visual and video footage of your
property, alarm systems to notify you of a potential
security breach, motion sensors to detect an unusual
movement in your property, smart locks and access
control systems such as ID card access and parking access
controls to ensure secure access to your premises, smart
device integration to enable the plug-and-play smart home
concept where all devices work together to communicate
and coordinate, etc. However, these components are not

isolated devices; rather, they are part of an interconnected
network or cybersecurity mesh architecture that works
with the goal of creating the ultimate smart home system.
[1] Smart home security system benefits include Increased
safety as Smart home security systems improve security
in a number of ways by connecting various security
components, including access control, security cameras,
alarms, and more. For instance, you can monitor your
home in real time and get alerts right away if something
unusual happens. Remote management and observation
When you are away from home, you may remotely
monitor and manage your smart home system. Your IT
solutions' integration with your
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smart home system has made this possible. Simplicity: All
security components are connected through the smart
home security system, making system management and
control simple. [1] In the 10T platform for smart homes,
computer vision can display additional security systems.
It is able to identify someone who is at the wrong place at
the wrong time and who might be harmful to the
surroundings. [2] Facial recognition is a way of
identifying or confirming an individual’s identity using
their face. Facial recognition systems can be used to
identify people in photos, videos, or in real-time. Many
people are familiar with it via the FacelD feature that
unlocks iPhones. Generally, facial recognition identifies
and recognizes one person as the exclusive owner of the
device, restricting access to others, without the need for a
large library of images to establish an individual's
identification. [3] It has a wide range of significant
applications in the following areas: digital libraries, law
enforcement, access control, credit card verification,
criminal identification, public security, information

2. Background

Smart home security is being revolutionized by face
recognition technology, which provides a strong substitute
for traditional entry techniques. This research paper
compares various face recognition classifiers in smart
door locks, highlighting their critical role in providing
ease and security. We investigate different classifiersinan
effort to determine which method works best for practical
use. There are several benefits to integrating face
recognition technology into smart home systems, both in
terms of security and user experience. Our project aims to
contribute to the advancement of smart home security

3. Related Work

In 1997, Belhumeur et al.[4] developed "Fisherface"
which is a face recognition method that deals with changes
in lighting and facial expressions. It uses a mathematical
approach to group similar images of faces together, even
when there are differences in lighting or expression. This
method outperforms other techniques in recognizing faces
accurately, even with minimal computational resources. In
2001, Jamil et al [5] tested a method for recognizing faces
using eigenfaces and neural networks. Eigenfaces pick out
key facial features, reducing images to simpler data. The
neural network learns to identify faces based on these
simplified images. The system was accurate 95.6% of the

security, and human-computer intelligent interaction.
People in public places including homes, workplaces,
airports, retail malls, and banks are typically recognized
by it. By detecting motion that is managed by the
embedded system, this technique allows for safe entry into
the home. The most significant portion of a person's body
is their face. As a result, it can convey a wide range of
feelings. Long ago, smart cards, plastic cards, PINS,
tokens, and keys were among the inanimate objects that
people used for identification and entry to places that were
restricted, such as ISRO, NASA, and DRDO. The nose,
eyes, and mouth are the most crucial aspects of the face
picture since they are linked to facial extraction. This
research aims to investigate and compare different
classifier types utilized in facial recognition security
systems based on their accuracy. MagFace technique was
used for face recognition in order to achieve fast
discriminatory performance and good results, according to
numerous researches.

measures by showcasing the usefulness and efficacy of
this integration. This research emphasizes how crucial
biometric authentication is to preventing unwanted access
to smart homes. The application of facial recognition
technology has enormous potential to improve. The
integration of facial recognition technology presents
significant promise for augmenting the general security
stance of intelligent home settings. In conclusion, this
paper clarifies how face recognition technology is
revolutionizing accessibility and security for smart homes.

time on a database of 80 face images from eight people,
especially when the faces were straight on. In 2003,
D’eniz et al.[6] proposed a paper that combines two
techniques, support vector machines (SVM) and
independent component analysis (ICA), for face
recognition. It finds that while both combinations,
ICA/SVM and PCA/SVM, achieve high recognition rates,
PCA/SVM is more practical due to shorter training times.
In 2018, Fatihah et al[7] build a face recognition system
using LBP and nearest neighbor algorithms. The system
was tested on three datasets and achieved high accuracy,
especially on simpler datasets like JAFFE. Also in the
same year, Bhatia et al.[8] used 10T and facial recognition
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to boost home security. employing Local Binary Pattern
Histograms to recognize family members. The system
ensures security, real-time monitoring, and automation.
Raspberry Pi 3, a webcam, a speaker, and a stepper motor
were used to implement this system. In 2020,Pinjala et
al.[9] proposed a smart lock system that lets controlling

4. Project Details

This project employs artificial intelligence to create a
door access system that only allows entry when a
recognized face is detected by the recognition
algorithms. When a person approaches the door, the
system verifies their identity based on facial recognition.
If the person's face is recognized, the door will unlock;
otherwise, it remains locked.
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and monitoring door remotely with a smartphone app. It
includes a camera activated by the doorbell, sending
notifications to your phone. You can view and decide
whether to allow or deny access by entering a password.
Moreover, you can send audio messages to visitors.

In order to implement facial recognition technology with
high accuracy, it was necessary for us to utilize a classifier
that provides high accuracy. We conducted research on
projects similar to ours,. We compared their results,
datasets and their classifiers to find the most effective one.

Method LFW AgeDB CFP-FP CALFW CPLFW
Softmax 99.45 96.58 92.67 93.52 86.27
Center loss[10] 99.65 96.83 93.37 94.23 86.58
Triplet loss[11] 99.58 96.27 92.30 93.27 85.07
UniformFace[12]  99.70 96.90 94.34 94.40 87.45
SphereFace[13] 99.70 96.43 93.86 94.17 87.81
CosFace[14] 99.73 97.53 94.83 95.07 88.63
ArcFace[15] 99.75 97.68 94.27 95.12 88.53
AdaCos[16] 99.68 97.15 94.03 94.38 87.03
Ada-Softmax[17]  99.74 97.68 94.96 95.05 88.80
MV-softmax[18] 99.72 97.73 93.77 95.23 88.65
ArcNegFace[19] 99.73 97.37 93.64 95.15 87.87
CurricularFace[20] 99.72 97.43 93.73 94.98 87.62
CircleLoss[21] 99.73 - 96.02 - -
NPCFace[22] 99.77 97.77 95.09 95.60 89.42
MagFace[23] 99.83 98.17 98.46 96.15 92.87
AdaFace[24] 99.80 97.90 99.17 96.05 94.63

Table 1: Verification accuracy (%) on easy benchmarks
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Method 1JB-B le-4 1JB-B 1le-5 1JB-C le-4 1JB-C le-5
Softmax 85.66 73.63 86.62 96.48
Center loss[10] 86.43 74.16 86.87 76.64
Triplet loss[11] 73.21 40.37 78.12 48.07
UniformFace[12] 87.22 75.01 88.87 79.64
SphereFace[13] 86.67 74.75 87.92 78.77
CosFace[14] 90.60 82.28 91.72 86.68
ArcFace[15] 90.83 82.68 91.82 85.75
AdaCos[16] 86.04 73.34 87.53 78.91
AdaM-Softmax[17]  90.54 82.70 91.64 86.84
MV-softmax[18] 90.67 83.17 92.03 87.52
ArcNegFace[19] 90.62 81.59 90.91 85.64
CurricularFace[20] 90.04 81.15 90.95 84.63
NPCFace[22] 92.02 85.59 92.90 88.08
MagFace[23] 9451 90.36 95.97 94.08
AdaFace[24] 96.03 - 97.39 -

Table 2: Veri_cation accuracy (%) on 1JB-B and 1JB-C.

Then we find that;

From Table 1 (Verification accuracy (%) on
easy benchmarks):
e The highest accuracy values are:

e LFW: MagFace (99.83%)
AgeDB: MagFace (98.17%)
CFP-FP: MagFace (98.46%)
CALFW: MagFace (96.15%)
CPLFW: MagFace (92.87%)

Overall, MagFace consistently achieves the highest
accuracy across multiple benchmarks and configurations.
Therefore, MagFace can be considered the classifier with

About MagFace:

A class of face recognition losses known as MagFace
learns a universal feature embedding whose size can be
used to gauge a face's quality. It is demonstrated that, with
the new loss, the likelihood of the subject being
recognized increases monotonically with the feature
embedding magnitude. Furthermore, MagFace presents an
adaptive method that draws easy samples into class

From Table 2 (Verification accuracy (%) on 1JB-B
and JB-C):
e The highest accuracy values are:
e 1JB-B le-4: AdaFace (96.03%)
e |JB-B le-5: MagFace (90.36%)
e 1JB-C le-4: MagFace (95.97%)
e |JB-C le-5: MagFace (94.08%)

the highest accuracy among those listed and this is the
classifier that we use.

centers and pushes hard samples away in order to learn a
well-structured within-class feature distribution. By using
an adaptive approach to learn well-structured within-class
feature distributions, MagFace helps prevent model
overfitting on noisy and low-quality examples for face
recognition by attracting easy samples to the center of the
class and pushing away hard sample[25].
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Figure (1)
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Figure (1): MagFace learns for (a) in-the-wild faces (b) a  increases along with feature's cosine distance to its class
universal embedding by pulling the easier samples closer  center, and therefore reveals the quality for each face, The
to the class center and pushing them away from the origin ~ larger the 1, the more likely the sample can be
0. As shown in this experiments and supported by  recognized.[25]

mathematical proof, the magnitude | before normalization

o Key Features:[26]

e Margin-Aware Loss: MagFace incorporates a
margin-aware loss function, which aims to
increase the margin between intra-class and inter-
class face representations. This helps in better
separating face identities in feature space.

e Applications:[27]

e Biometric Security: MagFace can be used in a
number of biometric security applications, such as
identity  verification, access control, and
surveillance systems. Because of its great
precision and resilience, it can be used in situations
where accurate identification of persons is
essential.

e Smart Devices: MagFace can be included for user
authentication and customized user experiences
into smart devices, such tablets and smartphones.

Feature Enhancement: The architecture and
training strategies used in MagFace are designed
to enhance the discriminative power of feature
representations, making them more robust to
variations in pose, expression, lighting, and other
factors.

It makes digital services and apps convenient and
safe to use.

Law Enforcement: MagFace and other face
recognition technology can help law enforcement
find missing people, identify suspects, and
improve public safety. They can be used to
automate and speed up the identification process in
conjunction with surveillance cameras and facial
recognition databases.
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3. Research Contributions:

MagFace has contributed to advancing the state-of-the-art
in face recognition by achieving high accuracy on various
benchmark datasets. Its performance has been evaluated

4. Pros:[28]
e High Accuracy: MagFace is really good at
recognizing faces accurately.
e Robustness: It can handle different lighting, facial
expressions, and angles well.
e Margin-Aware Loss: The way it learns helps it
tell faces apart better.

5. Cons:
o Complexity: It's hard to set up and needs a lot of
computer power.
o Data Dependency: It needs a ton of good quality
pictures to learn from.

This was an introduction to what we researched and
looked for before starting work on our project. Now, this
is what we're working on:

The PEAS description for this system is as follows:

o Performance Measure: Rapid response, high
security, cost-effective

e Environment: Main door entrance

e Actuator: Image capture

Additionally, an infrared sensor is planned to be
incorporated so that the camera activates when someone
approaches the door's proximity, enhancing both
convenience and security measures.

During the setup process, the camera captures an image of
the user's face, which is then converted to gray scale to
expedite processing. Subsequently, real-time face
detection occurs using the camera at the door.

Communication and Computer Engineering Research Magazine, Vol (1), No (1), 2024

and validated in research studies and competitions,
demonstrating its effectiveness in real-world applications

e Versatility: MagFace can be used in lots of
different situations, like security and law
enforcement.

e Research Contribution: It helps make face
recognition technology better overall.

o Ethical Concerns: Using it might raise big
guestions about privacy and fairness.

e Vulnerability to Attacks: It can be tricked by
sneaky changes to pictures.

e Sensors: Camera In this setup, the environment is
fully observable, meaning the camera sensor can
perceive the complete state of the agent (person) at
any given time.

The detected face image is compared to stored images in
the database. If a match is found, the door unlocks;
otherwise, it remains locked. This integration of facial
recognition technology not only enhances convenience
but also strengthens the security of smart homes, ensuring
that only authorized individuals gain access.
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ARCHITECTURE

No

Is Camera open?
Yes

I Read a frame/image ]

[ Convert frame/image into gray image |

|  Scan for facial feature to detect face J

No
Face detected? e

Yes
| Drawarectanglearoundtheface |

/ Returndetected Face /L—

> End

Figure (2) - Architecture diagram

During the setup process, the camera captures an image of
the user's face, which is subsequently converted to gray
scale to expedite processing. The face detected by the
camera in real-time serves as the input. This captured face
image is then compared to stored images in the database.

The implementation:

e Inorder to make it easier to identify faces in grayscale,
the first photographs of the subject are taken and
converted from RGB to grayscale. Here's where
OpenCV becomes useful. Following that, the picture
manipulation, which includes cropping, resizing,
blurring, and sharpening photos as necessary.

e The next stage is image segmentation, which divides
an image into segments or uses contour detection to
identify many items in a single image so that the
classifier can identify faces and objects in the image
fast. The method for Haar-Like features is now used.
With the use of edge, line, and center detection, this
algorithm locates the locations of the human faces

Depending on the match result, the door will either unlock
or remain locked. This robust facial recognition process
not only enhances convenience but also bolsters the
security of smart homes, ensuring that only authorized
individuals gain access.

inside a frame or image, identifying features like the
mouth, nose, and eyes.

e The coordinates of x, y, w, and h are then entered,
creating a rectangular box in the image that indicates
where the face is located. Numerous more detecting
methods are also employed in tandem for detection,
such the detection of a grin, an eye, a blink, etc.
A scale that is smaller than the selected image is
chosen.

The average of the pixel values in each part is then
calculated once it has been put on the image.

e If the difference between two values pass a given
threshold, it is considered a match. Face detection on

©
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a human face is performed by matching a combination
of different Haar-like-features.[29]

The facial recognition process consists of three stages:
1. Gathering photos, which we have already
completed

2. Extracting unique features, classifying them..
3. Predicting identification by comparing an incoming
image's attributes to those in stored pictures.

The steps:[30]

Hardware setup: We have linked the door lock's servo
motor to our Arduino board[31]. Moreover, instead of
an external 2MP door cam, we are using the laptop’s
webcam.

The webcam on our laptop will capture the facial
photographs, which will then undergo a series of
cropping and editing steps. The Open CV package is
going to take care of this. After that, they'll be kept in
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Faces in an image can be clipped and transferred for
recognition using a face detector.

This is done using the same technique used for the
image capture application.

FaceRecognizer makes a prediction in order to detect
faces.predict() verifies confidence by comparing each
image in the dataset with the supplied image.

the database. The original image is altered, cropped,
and changed from RGB to grayscale. It is for Multi
user as well, Face will be matched with all of the
stored faces and if it matches, then door will unlock or
else not

Dataset Training: After our algorithm has been trained
using the samples, it will provide the training result.

Figure (3) - Program is trained to recognize each face.

Then when a face is detected at camera, program scans
and authenticates it with the database. On successful
recognition door will unlock and on failed

recognition,
displayed

relevant message will be said and
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training complete
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face = cv2.cvtColor(fnce,cv2.COLOR_ R2GRA

Figure (5) - when the image not matched.

Door Lock/Unlock Mechanism: Upon an individual's welcome voice is audible if the percentage matches.
arrival, the camera will take their picture and cross- In the event that facial detection is unsuccessful or
reference it with the database. The door will unlock authentication fails, the door will remain locked and

and the servo motor will run for five seconds while a an alert voice will be audible.[32] [33]
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5. Results
First : Collecting 10 face samples data for training.

imwrite(file name path,face)

putText(Face,str( ), (50,58) FONT HERSHEY COMPLEX, 1, (®,255,0),2)
imshow(" )

cap.release()
2 _destroyAllWindows ()
i sl

ntaxWarning: with a literal.

face not found

face not found

face not found

collecting samples complete

PS C:\ min Ma"amoun top\Face-Recognition-Door-Lock-main>

Figure (6) - Collecting Face Data.

Second: Training the face samples inside our database
for accurate results.

release()
destroyAllWindows ()

\yasmin Ma'amoun\Desktop\Face-Recognition-Door-Lock-main
asmin Ma'amoun\De: op\Face-Recognition-Door-Lock-main> c:; od

in Ma'amoun\Desktop\Face-Recognition-Door-Lock-main\facelockdoor.py:49: ntaxWarning: ith a literal. Did you mean
min Ma'amoun\De
min Ma'amoun\De

with a literal. Did you mean

Figure (7) - Training Samples.
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Finally: face recognition by the camera to decide to open
the door or not , if the face is recognized from previous
samples the door will open automatically and stays open

Selection View Go Run Terminal Help

training
treining c

complete
cplete

for 5 second , but if the camera didn’t recognize the face
the door won’t open and try again.

is not matching

is not found pl

SIS . - -

Figure (8) - Face Recognition in Progress.

6. Conclusion

In conclusion, this study underscores the critical role of
facial recognition technology in fortifying the security of
smart homes. Through a meticulous review of literature,
we evaluated the efficacy of various classifiers,
culminating in the selection of MagFace for
implementation in our system. Our integration of artificial
intelligence and computer vision, facilitated by Python
and OpenCV, empowered us to develop a robust face

7. future work

Looking ahead, there are several avenues for further
research and development in the realm of facial
recognition technology applied to security systems:
Expanding the Scope: We envision undertaking more
extensive projects encompassing larger datasets and
exploring the efficacy of diverse classifiers, including
neural networks and other advanced machine learning
algorithms. By incorporating larger datasets, we can
enhance the accuracy and robustness of our system,
thereby extending its applicability to a wider range of
environments and scenarios.

Scaling Up: In addition to residential applications, we
intend to extend the deployment of our facial recognition
system to larger-scale installations. This could involve
implementing the technology at compound gates,
corporate facilities, or high-security areas such as bank

recognition door lock/unlock system using Arduino UNO.
By seamlessly integrating servo motors with door locks,
our prototype demonstrates the practical application of
this technology, where the door's locking mechanism
responds dynamically to recognized faces. This endeavor
represents a significant stride towards enhancing home
security through innovative engineering solutions.

vaults and government buildings. By adapting our solution
to larger contexts, we aim to address the security needs of
diverse settings with varying levels of complexity.
Integration with Mobile Applications: To further augment
the functionality and user-friendliness of our system, we
plan to develop a complementary mobile application. This
application will serve as a centralized interface for
homeowners or security personnel to monitor and manage
access control remotely. In the event of an unrecognized
face detection, the application will promptly notify the
homeowner and provide them with the captured image for
verification. Additionally, we envision integrating the
system with other smart home devices, such as windows,
curtains, and all entry points, to create a comprehensive
and seamlessly integrated security ecosystem.
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