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Lab 1: PCs on a Network

. .
Objective
. Learn about different types of physical network architectures
. Learn how networking works with Windows
. Learn how to install a network card and connect to a network
. Learn about sharing resources on a netwotrk

Sizes of Networks
. A network links two or more computers
. PAN (personal area network)
—  Consists of personal devices at close range
. LAN (local area network)
- Covers a small local area such as a home, or office
. MAN (metropolitan area network)
—  Covers a large campus or city
. WAN (wide area network)
- Covers a large geographical area; e.g., the Internet

Terms Used in Networking

. Node (host): one device on a network; e.g., server
. Network adapter: interfaces a PC with a network
—  Network interface card (NIC): fits in a PCI slot
. Adapter (MAC, physical, or hardware) address:
—  48-bit (6-byte) id number hard-coded on card
—  Example: 00-0C-GE-4E-AB-A5

. Network protocols: rules of communication
. Packets (datagrams or frames)
. Basic unit of data transmitted on a network
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Ethernet network card showing its MAC address

. Ethernet types (categorized by speed):
—  10-Mbps Ethernet
—  100-Mbps or Fast Ethernet
- 1000-Mbps or Gigabit Ethernet
- 10-Gigabit Ethernet
. Types of cabling used:
—  Two kinds of twisted-pair

. Unshielded twisted pair (UTP): four pairs of twisted wire

. Shielded twisted pair (STP): protected from EMI
—  Coaxial cable: single copper wire with braided shield
—  Fiber-optic: glass strands inside protective tubing




Cables and Example of Maximum
Cable System Speed Connectors Connectors Cable Length

10Base2 (ThinNet) 10 Mbps Coaxial uses a BNC 185 meters
connector or 607 feet
10Base5 (ThickNet) 10 Mbps Coaxial uses an AUI ~——| | 500 meters
15-pin D-shaped ” or 1,640
connector aa feet
10BaszeT, 100BaseT 10, 100, or | UTP or STP uses an 100 meters
(Twisted-pair), and 1,000 Mbps | RI-45 connector / or 328 feet
Gigabit Ethemet \\ o 9 /
10BaseF, 10BaseFL, 10, 100, or Fiber-optic cable uses o — 500 meters
100BaseFL, 100BaseFX, | 1,000 Mbps 5T or SC conmectors up to 2
1000BaseFX, or {shown to the right) = Emmmm—e— | Lilometers
1000BaseX or LC and MT-RJ | [ {6,562 feet)
(fiber-optic) connectors (mot ——
shown)

Cable Type

Ethermnet Straight-through

Ethernet Crossowver

Variations of Ethernet and Ethernet cabling

Straight-through, Crossowver, and Rollover Cable Types

Application

Eoth ernd T 5655
or both end TS62B

COne end TSSE8,

Conmnectingg a networlk host to a network dewice

such as a switch or bt

Comnmnecting two network hosts .

other end TS52E Connecting two network intermediary devices (switch to switch, or

rouater to rolates.
Rolower

Cisco proprietary Connect a workstation serial port to a router

consols port, using an adapter.

TSE8A

TSE8B

Terminator

Terminator

Star design




Nodes on an Ethernet network can be connected to one another in a star or bus formation

~=

B <+—— Switch

A star bus network uses more than one switch

Wireless Networks

. Use radio waves or infrared light to connect PCs
. Popular in places where cables are difficult to install
. 802.11wireless (Wi-Fi or Wireless Fidelity)
. Types: 802.11g (most popular), 802.11b, 802.11a

— Two new standards: 802.11k and 802.11r

— Ad hoc mode: directly links two wireless devices

— Access point (AP): connects wireless device to LAN
* WiIMAX (802.16 Wireless/802.16d and 802.16¢)
. Used in public hot spots and as a last mile solution

Access point

Nodes on a wireless LAN connect to a cabled network by way of an access point




Voice

switch /Telephone
Codec
Splitter Telephone Splitter
line
Computer
.~ DSLAM
ADSL Ethernet
modem
Telephone company end office Customer premises

A typical ADSL equipment configuration

Addressing on a Network

. Four methods used to identify devices and programs
—  Using a MAC address
—  Using an IP address
—  Using character-based names (host, domain, NetBIOS)
—  Using a Port address

. IP addresses
—  Used in TCP/IP to identify any device on the network
— 4 bytes (octets) separated by dots; e.g., 190.180.40.120
—  System allows for up to 4.3 billion IP addresses
— First part identifies network, last part identifies host

Communication
is by MAC address

Communication
is by IP address

Ve

Internet

i
J

Computers on the same LAN use MAC addresses to communicate, but computers on different LANs use IP addresses to communicate over the
Internet
. IP address categories

—  Public IP address: available for use on the Internet

—  Private IP address: only used on a ptivate intranet

—  Static IP address: permanently assigned to a node

—  Dynamic IP address: assigned for current session
. Solutions for IP address shortages




& Vew Faome

1. Private IP addresses
2. Dynamic IP addressing (may be combined with 1)
. DHCP (Dynamic Host Configuration Protocol) server
Manages dynamically assigned 1P addresses

Helo

-

.
Formes
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Sk Refwsh  Mome  Seach
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Favontes
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Hutoty

|| Advress [@] o /1 %2 1681 1/OHCP b

U LinksYs*

DHCP

DHCP Sarver
Starting ® Address:

Numbes of
DHCP Users:

your PCs to work with this festure

You can configure the router to act as a DHCP (Dynamic
Host Configuration Protocol) server for your network.
Consult the user guide for nstructions on how to setus

“ Enable © Disable
192.168.1. (100 <€—

DHCP Active IP Table
DHCP Server 1P Address:
~ Client Hosthame 1P Address
1921681100
1921681162
tast 1921681108
LaBL 1921681108
T 1921681107

Beginning IP
address
192.160.1.1 =4 Router IP
address
03001-D3FD2 L=
(010AL0.1B-AS -
DUIDESFAATI
0AGCOAEFS IP addresses
““,‘.".;’“g‘. -,f":; currently
WALCCHERAC assigned to
SONDEL SRR MAC addresses
20ADBOCELOATE. 1z
Number of
addresses that
can be assigned
_-J -

A DHCEP server has a range of IP addresses it can assign to clients on the network

. Network address translation (NAT)
Presents public IP address for PC with private address
A proxy server makes the IP address substitutions

. Proxy server: node between the network and the Internet
. Router can act as proxy server, DHCP server, firewall
. Name resolution: links a name to an IP address

. DNS (Domain Name System): tracks host names

* Hotwork Connection

€ © 3/
address | Q) Natwork Conrections

Network Tasks

[ Coste 2rew
conrecton

Q 5+t 10 2 home or mad
office network

@ Owobio the retwork
devee

\ Fepar thes coreecton

‘ Rename this cornecton
© Ve stotua of
connection

3 Change settngs of ths
CONDCHon

) Search Foiders

LAN or High-Speed Internet
Local Avea Cornecton

?lmm

Bebei(R) PRO/IC0 VE Notwark. ..
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Gorel | Authertcaton | Advenced
Cormect usrg
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Internet Protocol (TCP/IP) Properties

Garwtdl  fdemate Corfgpestion

You can get 1P relings sssgned automatcally § your network supports
tha capabity Otherwae. you need 10 ask your netwark admnanator for
B approgose P seting:

(®) Obtan on P sddess sdometcaly

O Use e tollowang I adcbess

(5 Dbean DNS seever address auomatic sy
O Uie the folowng DNS server addesses

To configure TCP/IP under Windows XP, use the Internet Protocol (TCP/IP) Properties dialog box




To configure TCP/IP in Windows 98, select the binding and click Properties to view the TCP/IP Properties dialog box

Installing a Wireless Adapter in a Notebook

. Witeless adapter uses a USB pott or PC Card slot
. Installation package includes a CD and accessories
. Overview of steps for installing a Linksys adapter
—  Install the software from the setup CD
—  Plug the wireless adapter into a USB port
—  Launch Found New Hardware and follow instructions
. Managing the issue of an unsigned driver
—  Find approved driver or continue installation




Plug the wireless USB adapter into the USB port

Sharing Files, Folders, and Applications

. PCs in same workgroup or domain share resources
. How to makes network shares available
— Use My Network Places in Windows 2000/ XP
— Use Network Neighborhood in Windows 9x/Me
. Windows components required for sharing resources
—  Client for Microsoft Networks
—  Printer Sharing for Microsoft Networks
. Creating a network share in Windows
—  Use Sharing tab in Properties dialog box of target




¥ My Network Places E]@\g|
Fle Edit View Favorites Tools Help i
Qo - @ - [ O sewdh [ rokders | [T~ (¥

Address | My Network Places v B

& f on WIN-XP Favoriteson Joy  Inner Healing on Jean20008k on .
Network Tasks (Win-xp) Dark (Joy) WIN-XP (Win-xp) WIN-XP (Win-xp)

.2 Add a network place

;Setwahmagnd :\ﬁ a d :I'/.

office network My Music on My Received Fileson SharedDocson Joy  SharedDocs on
2 Setup awireless Gateway1 WIN-XP (Win-xp) Dark (Joy) WIN-XP (Win-xp)
network for a home or
small office
View workgroup
& computers The Internet
8 Show ions for =
networked UPnP N =
= 9 |9
Other Places hes: - mvw:cw:e:nd'ne
(8} Desktop
e ¥ v

View and access shared resources on the network using My Network Places in Windows XP

Network Drive Maps

. Make the client PC appeat to have a new hard drive
—  Physical hard drive space is on the host (the server)
. Network File System (NFS)
—  Manages network drive maps between client and server
—  Isatype of distributed file system (DFS)
—  Provides more for highly reliable file sharing
. Overview of steps to create a network drive map:
—  Create a network share on the host
—  Access network using remote computer (client)

Use Map Network Drive to map host drive to client

Windows can help you connect to a shared network folder
and assign a drive letter to the connection so that you can
access the folder using My Computer,

Specify the drive letter for the connection and the folder
that you want to connect to:

Drive: iY: v

Browse For Folder 6 &:'

Select a shared network folder
Folder: ‘ - V‘[ Browse... ]
> QMyNetworkPlxa o
[“]Raconnect at logon S (@ Entre Network
Connect using a different user name. # (Y Microsoft Terminal Services
Sign up for online storage or connectto a = (Y microsoft Windows Network

network server. 8 1’1@
* Joy
o
# (Y web Client Network
+ g a on Joy Dark (Joy) B
< >

[Makenewroder | |__ox J[ coxel |

Mapping a network drive to a host computer




* Define the main characteristics of the following network types
(LAN-MAN-WAN:-Internet)

» Specify why the portioning of the message within the network is
bad solution?

* Network can be classified based on may parameters; State these
parameters, for each specify the different types based on such
parameter




Lab 2 : PCs on the Internet

Objective
. Learn about the TCP/IP suite of protocols
. Learn how to connect to the Internet using cable modem, DSL, and dial-up connections and how to share those connections
. Learn how to use a router to enhance and secure a network connection to the Internet
. Learn about supporting common Internet clients such as Web browsers, e-mail clients, file transfer software, Internet telephone, and Windows XP

Remote Desktop

The TCP/IP Suite of Protocols

. Client/setver application
—  Client application on one PC requests data from server
—  Server application on another PC returns data

. Example: World Wide Web
—  The client is a Web browser
—  The server is a Web server; e.g., Apache HTTP server
—  Requested data is a Web page

. Client applications are installed as programs
. Server applications are installed as services
Web server arve
Web browser requests Web s r sends

WWW.Course. com'indexhtrnl (www.course.com)  requested page

._/“*4/—\’_ = e 00

4< The Intemet
AN~ -

A Web browser (client software) requests a Web page from a Web server (server software); the Web server returns the requested file or files to the
client

DSL Connections
. Comparing communication media
—  Cable modem: TV cables shared by multiple users
- DSL: dedicated phone lines

. Comparing service plans

—  Both: sliding-scale residential and business plans
. Comparing setup

—  Both: a modem interfaces PC and broadband jack
. Comparing installation services:

—  Both: will install equipment at additional cost

To telephona

0SS0 modem




Sample setup for DSL

(@)

Host computer

(b)

Host computer

Hub or switch

TV jack:

Patch
cable

Two or more networked computers can share a single Internet connection

Internet Options

Home page
& You can change which page to use for your home page.

Address: | http:/fww.google.com/ |
| UseCurent | | Use Defaut | | Use Blak |

Temporary Intemet fies
ﬁ' Pages you view on the Intemet are stored in a special folder
Y for quick viewing later. o\ Delete al fils in the Temporary Intemet Fies
(Detete Cookoes... | [ Delete Fies.. | | Settings.. | | “23 yo can also delete all your offine content stored
History [“]Delete all offine content
The Hatory folder contains inks to pages you've visted, for
quick access (o recently viewed pagas. L ok [ cance |

Daystokeeppagesinhistoy: |20 & | Clear History |

[_Coom.. | [ _Foms. | [ Languages.. | [Accessbiny.. |

[ oKk ]| Cancet || Aop¥

Use the Internet Options window to control the Internet Explorer environment




C Repair Microsoft Internet Ex
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Lab 3 : Wireless Networks and Mobile Systems
Part | — Objectives and Lab Materials Objective

The objectives of this lab are to:
Familiarize students with the operation of virtual private networks (VPN); and

Familiarize students with the operation of the Dynamic Host Configuration Protocol (DHCP) and IP
masquerading, which is also known as network address translation (NAT).

After completing the assignment, the students should be able to:

. Understand the operations of VPNs, DHCP, and NAT; and
«<hSetup VPN connections in Windows 2000 Professional systems.

Hardware to be used in this lab assignment

Each group needs the following hardware.

«<One (1) Dell Latitude C640 notebook computer (with a fully charged battery)

. One (1) Xircom 802.11b wireless Ethernet adapter

«<MOne (1) crossover Ethernet cable (comes with the Intel Wireless Gateway)
Software to be used in this lab assignment

. Microsoft Windows 2000 Professional operating systems

. Ethereal network analyzer tool

Part Il — Pre-lab Assignment
This portion of the assignment should be completed prior to the in-class lab session.
. Read the following overview of VPN in Windows 2000: “Virtual Private Networking in Windows

2000: An Overview,” available at
http://www.microsoft.com/windows2000/techinfo/howitworks/communications/remoteaccess/vpnov erview.asp.




Lab 4 : In-class Lab Assignment Overview
The in-class lab assignment includes the following two tasks, Task A and Task B.
Task A — Teams of three groups will conduct the following tasks together. Setup VPN connections between two

Windows 2000 Professional computers and monitor the operation and overhead of the VPN using Ethereal. The
network scenario is illustrated in Figure 1.

B : Intermediate

: ! Networks )

! Intranet Host(s) VPN Server VPN Client

1

|

i ¥ 192.168.0.1 A—A—A———=10.101X A

i 192.168.0.x i 10.101.X
""""""""""""""" 192.168.0.X

Figure 1. VPN network scenario.

ECE/CS 4984 Pre-lab and In-class Laboratory Exercise 10 Page 1 of 6
The VPN server is connected to a private intranet (192.168.0.0/24) and a “public” intermediate network (10.10.1.0/24).
To access resources in the private network, the VPN client must connect to the VPN server with a secured tunnel
through the public network. When connected, the VPN client is assigned a private IP address of 192.168.0.X. By
forwarding IP packets between the VPN clients and the intranet hosts, the VPN server allows the VPN client to
communicate with intranet hosts as if it is directly connected to the private network.

In this experiment, the VPN client will connect to the VPN server via an 802.11b access point that will be setup by
the GTA. The intranet host will connect directly to the VPN server through an Ethernet interface. The intermediate
networks are omitted in this experiment for simplicity. Each team will setup an intranet host, a VPN server and a
VPN client.

Task B — Teams of two groups will conduct the following tasks together. Configure Internet Connection Sharing
(ICS) and trace the operation of DHCP and NAT. The network scenario is illustrated in Figure 2.
1

Femmm e e e e e e -

: i “Internet” Web Server
: Intranet Host Internet (i}ateway 10.10.1.1

i

i

| = 192.168.0%10.10.1}( j—

! e e

1

1

192.168.0.2 i

Figure 2. Network diagram for ICS.

In this scenario, the Internet gateway and the Web server are connected to the pubic “Internet” (the 10.10.1.0/24
network is assumed to be public in this experiment). The intranet (192.168.0.0/24) cannot access the “internet” directly
and the private addresses 192.168.0.X are not reachable from the public Internet. Networking address translation
(NAT) is used at the Internet gateway to provide connection to the Internet for hosts in the intranet. In Windows 2000,
NAT and DHCP are used to enable Internet Connection Sharing (ICS).

In this lab experiment, the Internet gateway is connected to the public web server via an 802.11b access point. Each
team will setup the intranet host and the Internet gateway. The GTA will setup the public web server and the access
point.

Details of Task A — Configure a VPN and Monitor Operation and Overhead

First, configure the network interfaces and setup an incoming connection on the VPN server. This is done with the
following three steps.

1. On the notebook computer that will serve as the VPN server, boot into Windows 2000. If you have
not done so, insert the Xircom 802.11b adapter into one of the PC Card slots. Launch the Xircom Wireless Ethernet




Client Utility, choose the “Commands->Edit Properties” menu. In the “System Parameters” tab, fill in ECECS4984 as
SSID1 and select Infrastructure as the network type. In the “Network Security” tab, check the Enable WEP option
and enable Shared Key Authentication.

Use the Xircom Client Encryption Manager to enter the default WEP key ABCDEF4984.
2 From the “Start” menu, open “Settings->Network and Dial-up Connections,” right-click on “Wireless LAN,”
and then click “Properties.” Highlight the item “Internet Protocol (TCP/IP)” and then click “Properties.” In the
“Internet Protocol Properties” dialog box, check “Obtain an IP address automatically” to enable DHCP. Then click
“OK” to apply the changes. Open a command console, use the “ipconfig /all” command to verify that the “Wireless
LAN?” interface is properly configured. Check and record the assigned IP address, which will be the public address for
your VPN server. Test the connection to the access point at IP address 10.10.1.1.

In “Network and Dial-up Connections,” right-click “Local Area Network™ and then click “Properties.”
Highlight “Internet Protocol (TCP/IP)” and then click “Properties.” Set the IP address as 192.168.0.1 and the
subnet mask as 255.255.255.0.

3. The following steps setup an incoming connection on the VPN server. In “Settings->Network and Dial-up
Connections,” click “Make New Connection” to start the Network Connection Wizard. Click “Next.” (Note
that if this is the first time for creating a VPN or dial-up connection, a “Location Information” dialog may
appear. Input your area code to create the default location settings.)

On the “Network Connections Type” dialog box, select Accept Incoming Connections (as shown in the figure
below), and then click “Next.”

Network Connection Wizard 3
Network Connection Type
You can choose the type of network connection you want to create, based on
your network configuration and your networking needs.

{" Dial-up to private network
Connect using my phone line [modem or ISDN).

{" Dial-up to the Internet
Connect to the Intemet using my phone line (modem or ISDN).

{" Connect to a private network through the Internet
Create a Virtual Private Network [¥PN) connection or 'tunnel' through the Internet.

@ Accep g A
Let other computers connect to mine by phone line, the Intemet, or direct cable.

(" Connect directly to another computer
Connect using my serial, parallel, or infrared port.

< Back I Next > I Cancel |

On the “Devices for Incoming Connections” dialog box, do NOT select any device. Just click “Next.”

On the “Incoming Virtual Private Connection” dialog box, click Allow Private Connections, and then click “Next”.
On the “Allowed Users” dialog box, select Administrator to allow connection requests. Click “Next.”On the
“Networking Components” dialog box, select “Internet Protocol (TCP/IP)” and then click

“Properties.” Setup TCP/IP as shown in the following figure.




Incoming TCP/IP Properties 3 ll 5]

— Network access l

IV Allow callers to access my local area network

— TCP/IP address assignment
" Assign TCP/P addresses automatically using DHCP
¢ Specify TCP/IP addresses

From: | 192 . 188 . 0 . 100
To [ 192 188 . 0 . 200
Total: i1m

[~ Allow calling computer to specify its own IP address

ok | cancel |

On the “Completing the Network Connection Wizard” dialog box, the default connection name is Incoming
Connections and the name cannot be changed. Click “Finish” to close the dialog.
The following two steps set up the intranet host.

1 On the notebook computer that serves as the intranet host, remove any wireless 802.11b card from the PC card
slots. Use the crossover Ethernet cable to connect the intranet host and the VPN server via the wired Ethernet
interface on each computer.

2 Boot Windows 2000, open “Settings->Network and Dial-up Connections,” right-click “Local Area Network,”
and then click “Properties.” Highlight “Internet Protocol (TCP/IP)” and then click “Properties.” Setup the IP address
as 192.168.0.2, the default gateway as 192.168.0.1, and the subnet mask as 255.255.255.0. Click “OK” and close the
dialog.

Setup the VPN client and create a VPN connection to the server according to the following four steps.

1. On the notebook computer that serves as the VPN client, boot Windows 2000. If you have not done
so already, insert the Xircom 802.11b adapter into one of the PC Card slots. Launch the Xircom Wireless Ethernet
Client Utility, choose the “Commands->Edit Properties” menu. In the “System Parameters” tab, fill in ECECS4984 as
SSID1 and choose Infrastructure as the network type. In the “Network Security” tab, check the “Enable WEP”
option and enable Shared Key Authentication.

Use the Xircom Client Encryption Manager to enter the default WEP key ABCDEF4984.

2 Open “Settings->Network and Dial-up Connections,” right-click “Wireless LAN,” and then click
“Properties.” Highlight “Internet Protocol (TCP/IP)” and click “Properties.” Configure TCP/IP to use DHCP. Use the
ipconfig /all command to verify that the “Wireless LAN” interface is properly configured and record the assigned IP
address. Use the ping command to test the connection to the VPN server (10.10.1.X) of your team.

3 In “Network and Dial-up Connections,” double-click “Make New Connections” to start the “New Connection
Wizard.” Click “Next.” (Note that if this is the first time creating a VPN or dial-up connection on this computer, a
“Location Information” dialog may appear. If so, input your area code to create the default location settings.)

On the “Network Connection Type” dialog box, select Connect to Private Network through Internet as
shown below and then click “Next”.




Network Connection Wizard N
Network Connection Type
You can choose the type of network connection you want to create, based on
your network configuration and your networking needs.

{" Dial-up to private network
Connect using my phone line [modem or ISDN].

{" Dial-up to the Internet
Connect to the Intemet using my phone line (modem or ISDN).

Gr .‘oar-_. b v th ;.L‘heln E
Create a Virtual Private Network [¥PN) connection or 'tunnel' through the Intemet.
C A

P

Let other computers connect to mine by phone line, the Intemet, or direct cable.

(" Connect directly to another computer
Connect using my serial, parallel, or infrared port.

< Back I Next > I Cancel |

If the “Public Network” dialog appears, select “Do not dial the initial connection” option and then click “Next.”

In the “Destination Address” dialog box, type in the public IP address of the VPN server (10.10.1.X) to which you are
attempting to connect and then click “Next.”
On the “Connection Availability” dialog box, check Only for Myself and the click “Next.”

On the “Completing the Network Connection Wizard” dialog box, accept Virtual Private Connection as the
default connection name and then click “Finish.” The “Connect Virtual Private Connection” dialog will appear.

4. The “Connect Virtual Private Connection” dialog will appear. Click “Properties” to display the VPN settings
dialog. In “Security” tab, check Advanced (custom settings) and click “Settings.” Select No encryption
allowed for the “Data encryption” options. Click “OK” to close the dialog boxes. Encryption is an essential
feature of a VPN, but we are disabling encryption here in order to analyze the operations in the VPN with
Ethereal.

Use Ethereal network analyzer to trace the operation and overhead of VPN according to the following four steps.

1 Launch Ethereal on the VPN client, use menu “Capture->Start” to open the “Capture Options” dialog box.
Select the 802.11b wireless interface (Cisco 340 Series Wireless LAN Adapter). Disable the Capture packets in
promiscuous mode and Enable network name resolution options. Click “OK” to start tracing packets.

2. In the “Connect Virtual Private Connection” dialog box, enter Administrator as the user name and
wireless as the password. Then click “Connect” to establish the VPN connection. An icon for the VPN connection will
appear in the system tray when connected.

Use the ipconfig /all command to check the assigned IP address for the VPN client. The VPN client will have
a virtual interface with a private IP address in the range of 192.168.0.100-192.168.0.200. Test the connection to the
intranet gateway (with IP address 192.168.0.1) and the intranet host (with IP address 192.168.0.2).

2 Start Windows Explorer and enter “\\192.168.0.2\” in the address bar. You should be able to find the shared
resources on that computer (printers, scheduled tasks, shared folders, etc.).
3 Close the VPN connection. Stop tracing with Ethereal. Examine the packets transferred between the VPN

client and the intranet host and answer the following questions.

1) What tunneling protocol is used to establish the VPN connection, PPTP, L2TP, or IPSec?
2) ldentify the sequence of packet exchanges that establish the VPN connection.

3) Examine some IP packets (such as ping request/reply) between the VPN client and the intranet host. Explain
how these IP packets are encapsulated. Calculate the overhead (total bytes of the extra headers) of the VPN
connection.

Have the GTA verify your results.




Details of Task B — Configure ICS and Trace the Operations of DHCP and NAT
Two notebook computers are used in the following procedures.

1)

2)

1. On the notebook computer that will serve as the Internet gateway, boot into Windows 2000.
Insert the Xircom 802.11b adapter into one of the PC Card slots. Launch the Xircom Wireless
Ethernet Client Utility, choose the “Commands->Edit Properties” menu. In the “System Parameters”
tab, fill in ECECS4984 as SSID1 and select Infrastructure as the network type. In the “Network
Security” tab, check the Enable WEP option and enable Shared Key Authentication.
Use the Xircom Client Encryption Manager to enter the default WEP key ABCDEF4984.
2. Connect the Internet gateway computer to the intranet host via a crossover Ethernet cable.
On the Internet gateway computer, open “Settings->Network and Dial-up Connections,” click on
“Local Area Network,” and select “Properties.” In the settings dialog, highlight “Internet Protocol
(TCP/IP)” and then click “Properties.” Check “Obtain an IP address automatically” to enable DHCP.
Click “OK” to
close the dialog boxes. Reboot the computers if prompted. On the intranet host, remove any
wireless 802.11b card from the PC card slots and configure the “Local Area Network™ interface to
use DHCP in the same way.
3. On the Internet gateway, open “Settings->Network and Dial-up Connections,” right-click
“Wireless LAN,” and then click “Properties.” Click on the “Sharing” tab in the “Wireless LAN
Properties” dialog, check Enable Internet Connection Sharing for this connection, and then click
“OK.” When prompted for confirmation, click “OK.”
The wizard will automatically setup the wired Ethernet interface with IP address 192.168.0.1. DHCP
and NAT will be enabled on this interface at the same time.
On the Internet gateway, open “Settings->Network and Dial-up Connections,” right-click “Local Area
Network,” and then click “Properties.” Highlight “Internet Protocol (TCP/IP)” and then click “Properties.”
Verify that the interface was assigned a fixed IP address of 192.168.0.1 and a subnet mask of 255.255.255.0.
On the Intranet host, start Ethereal and begin tracing packets on the “Local Area Network” interface (3Com
EtherLink PCI). On the Internet gateway, start Ethereal Network Analyzer and begin tracing packets on the
802.11b wireless interface (Cisco 340 Series Wireless LAN Adapter). Remember to enable the Capture
packets in promiscuous mode and Enable network name resolution options.
On the intranet host, open a command console and execute the ipconfig /renew command to send a DHCP
request to the internet gateway. Test the connection to the web server (with IP address 10.10.1.1) in the
“internet.” Start Internet Explorer and browse the web page http://10.10.1.1.
On the intranet host, stop tracing with Ethereal. Examine the packet trace to locate and examine the following
messages from the packet trace.

The DHCP request message and the corresponding reply message. Record the fields in the reply message,
such as client IP address, subnet mask, router, DNS server, lease time, etc.

The TCP connections for the HTTP session. Record the source and destination IP addresses. What are the
source and destination ports used for this HTTP session? Note that there may be multiple TCP connections.

8. One the internet gateway, stop tracing with Ethereal. Examine the packet trace and answer the following
questions.

1)

2)

Locate the TCP connection for the HTTP session. Record the source and destination IP addresses. What
are the source and destination ports used for this HTTP session?

Compare the TCP packets from the intranet host and the TCP packets captured on the internet
gateway. How does NAT work for the HTTP session?

Hint: You may want to repeat steps 5, 6 and 7 to understand the operation of NAT. Clear the cache for the
Internet Explorer before you repeat these steps.




Laboratory Exercise: interference between Bluetooth and 802.11b

Part | — Objectives and Lab Materials

Objective:
The objectives of this lab are to: ~Illustrate the set up of a Bluetooth Piconet. - Identify the potential
interference between Bluetooth and 802.11b.

After completing the assignment, you should be able to: ©Set-up a
Bluetooth connection between two or more nodes; - Mitigate the
interference of Bluetooth on 802.11b.
Hardware to be used in this lab assignment:
<h Xircom credit card Bluetooth adapter <nXircom 802.11b adapter <nDell Notebook

Software to be used in this lab assignment:
~Bluetooth connection manager = Intellisync software:netperf running on the notebooks

Part Il — Pre-lab Assignment
“Read the netperf manual installed in /root/WMSD/labs/lab_6/netperf_manual.pdf. Read sections
3,4,7 and 8.You will use netperf to measure the throughput. Alternatively, the netperf manual

can also be obtained from http://www.netperf.org/netperf/training/Netperf.html.

“Write a script in Linux that invokes the netperf client (netperf_client) to transfer UDP
segments for 15 seconds. Ensure that the segment size is so chosen to avoid any IP
fragmentation. Save the script in the /root/WMSD/labs/lab_6 folder.
Read the article by J. del Prado and S. Choi, “Experimental study on co-existence of 802.11b
with alien devices,” Proceedings of the IEEE Vehicular Technology Conference, Atlantic City,
October 2001.

Part 111 — In-class lab assignment

We will study interference between Bluetooth and 802.11b. Students will form teams consisting of four
groups (eight students). Two groups will be involved in the establishment of a Bluetooth Piconet and other
two groups will be involved in the set-up of an ad-hoc network. We will study the difference in throughput

for an ad-hoc connection in the presence of a Bluetooth piconet. The configuration is as shown in Figure 1:




802.11b transmitter {src)

Bluetooth
slave
Bluetooth ’

master

802.11b receiver (dess)

Figure 1 - Experiment Set-up.
o The first task is to set-up the experiment. For this purpose, the two groups responsible for the set-up of an
ad-hoc network will form the source and the receiver of the ad-hoc link. One group will be the src and

the other will be the dest.

~Boot the two notebooks in Linux with the 802.11b cards in the PCMCIA slots. Use the iwconfig
command in Linux to set the mode of operation to Ad-Hoc, ESSID to wmsdgroupnumber where
groupnumber is the number of the group acting as src. Set the transmission power to ImW or 0 dBm.
Make a note of your settings. Set the IP address of the src and dest as 169.254.1.id_of notebook where
id_of_notebook is the id associated with your notebook. Set the channel of operation as assigned by the
GTA to you.

- Establish an ad-hoc connection between the src and dest. Ping the src machine from the dest and
capture a screen shot of the ping output, thereby validating the ad-hoc connection.

To introduce interference, we now establish a Bluetooth piconet around dest as shown in Figure 1.
Start by inserting the Xircom Bluetooth cards in the notebooks. One of the groups will act as the
“master” of a Bluetooth Piconet and the other group will be the “slave.” After inserting the Bluetooth
adapter in the PCMCIA slot, click on the “Bluetooth places” icon in the task bar. When the manager
appears on your screen, check the properties of your card. This can be done by right clicking on the
icon corresponding to the name of your notebook and clicking on the “Properties” button.
The properties of the Bluetooth device include name of the device, 48-bit MAC address of the
Bluetooth adapter, device class and connection profile. Ensure that the encryption is off for the

connection between the communicating devices. Note the MAC address of your device.

A Bluetooth device can be either in non-pairable mode or in pairable mode. In pairable mode the
Bluetooth device accepts paring — i.e. creation of bonds — initiated by the remote device, and in non-
pairable mode it does not. Set the pairable mode to “Bondable” on your device. After confirming the
settings on the notebooks involved in the set up of the Bluetooth link, the group that is acting as master
of the piconet should right-click on the “New” icon and click on the “Discover all” option (see Figure
2). The group acting as “slave” should right-click on the icon corresponding to the notebook name and




click on the “Discoverable” icon (see Figure 3). With this, the “slave” makes itself available to be
discovered by the “master.” When the “slave” device is discovered, the details about it are displayed at
the “master” under the “New” icon.
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Figure 2- Snapshot of the master device’s “Bluetooth places” window.
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Figure 3- Snapshot of the slave device’s “Bluetooth places” window.

Double-click the “New” icon to display the discovered “slave.” Double-click on the “slave” and there

will be a list of profiles available on that “slave.” Double-click on the
“Intellisync” profile and there will be an option of establishing a one-time or a permanent connection.

Establish a permanent connection between the “master” and the “slave” such that in the event of a




disconnection, the two devices will be connected again. Select the “permanent” radio button and click
ok.

One of the main applications of Bluetooth is essentially looked as a “cable-replacement” technology;
it provides emulation of serial data transfer between two devices. The Bluetooth devices that you
have provide the emulation of serial ports. When you use the synchronization software, Intellisync,
you make use of port COM 12. You have now established a Bluetooth piconet. The set-up of the

experiment is now complete.

Throughput measurements

- We will measure the throughput of the ad-hoc connection in the absence and then in the
presence of Bluetooth interference using netperf. The netperf binary is located in
{usr/local/netperf and is linked at /usr/local/bin, so it can be executed from any folder in
Linux.

Stop the Bluetooth radio on both, the “master” and the “slave” devices. To stop the
Bluetooth radio, right-click on the
=** jcon in the task bar and then uncheck the “Radio on” option.

- Start the netperf server on the dest node by typing netserver in the terminal window.
netserver is configured to listen to connections on port 12865. Run the netperf client
script (netperf_client) saved in the /root/WMSD/labs/lab6 folder by typing
Inetperf_client in the terminal window on the src node.

~Measure the throughput returned by netperf for a data rate of 1Mbps. The data rate can be
varied by using iwconfig. The signal level can be read by typing iwconfig in the terminal
window. Take the measurement at a signal level of -60dBm at the src node. Perform three
such data transfers using netperf and note down the throughput values for each such transfer.

- Capture a screen shot of the netperf terminal window for the report. The screen shot
should be taken for only one of the three readings of throughput. In order to take a

snapshot on Linux, click on the “K” icon in the taskbar and go to graphics>KSnapshot.
Use KSnapshot to take a screen shot of the netperf window.

We now introduce interference in the form of a data transfer in the Bluetooth piconet.
Start the Bluetooth radio on the “master” and the “slave” device by clicking on the red icon

in the task bar, as done above for stopping the Bluetooth radio. Right - click on the same red




icon in the task bar after your radio is “on” and click on “Open my Bluetooth places.” When
the manager appears on your screen, on the “master” device, double-click on the
“Connections” icon in the left hand frame. You will see the permanent connection being

displayed as shown in Figure 4 below.
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Figure 4- Snapshot of the “Connections” window under “My Bluetooth places”
1 The “master” connects to the slave using Intellisync software. Start the Intellisync agent on both
devices by going to Start>Programs>Intellisync>Intellisync agent. Using the Intellisync agent on

the desktop, select ‘File Transfer’ icon on both the notebooks as shown in Figure 5.
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Figure 5- Snap shot of the Intellisync agent

A connection will be established between the two Bluetooth devices with an accompanying sound. A
security window will appear on the screen if the connection is being established for the first time.
Under this security setting, select the “Security” tab and allow the remote user to access your inbox

only. Select the “Inbox transfer only” button as shown in Figure 6.
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Figure 6- Snap shot of the security settings for Intellisync

- /In order to start the data transfer, on the “slave” system, select the file “pockettvsetup-0.9.4.exe” in

C:\WMSD\IPAQ and start its transfer to the “master” device. The file can be chosen from the right-

_ File Transfer - [Wmsd14] C:\
File Edit  view Options  Help

hand side explorer window. Right click on the file and select the ¢ master as shown in Figure 7.
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Figure 7- Snap shot of the File transfer explorer window.
“Here, Bluetooth interference is present in the form of data transfer between two devices. Now measure
the throughput of IEEE 802.11b connection using netperf. Start the netperf_client at the src and
measure the throughput. While you measure the IEEE 802.11b throughput, ensure that the Bluetooth




devices are transferring data. Perform three such data transfers using netperf and note down the
throughput values for each such transfer.

“Report the throughput for the adhoc connection. Capture a screen shot of the netperfterminal
window, to be included in this week’s report. The screen shot should be taken for only one of the
three readings of throughput. In order to take a snapshot on Linux, click on the “K” icon in the
taskbar and go to graphics>KSnapshot. Use KSnapshot to take a screen shot of the netperf

window. Also take a snapshot of the Bluetooth data
transfer.

Note: While transferring Bluetooth data for different data rates, delete the file being transferred

after it is transferred to the “master” device and re-transfer the same file for different data rates.
~Repeat the above procedure of throughput measurements for different IEEE 802.11b data rates of

2Mbps and auto. Do this in the absence and in the presence of a Bluetooth connection. In order to

change the data rate of the ad-hoc connection use iwconfig.

Note: auto data rate means that the IEEE 802.11b link will try to maintain a theoretical bandwidth

of 11Mbps; however it may reduce to a bandwidth less than 11Mbps, depending on current channel

conditions.
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