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morally harmful to youth. This was affected with regard to their social-ethical disorientation
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version of the decision is available at
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(" The Criminal case of Somm, Felix Bruno, File No. 8340 Ds 465 JS 173158/95,

Local Court (Amtsgericht) Munich. An English version of the decision is available at http://
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Under Section 5(3) of the Teleservices Act, Providers are not responsible for third-party
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™) G. BENDER, ‘Bavaria v. Felix Somm: The Pornography Conviction of the Former
CompuServe manager’, International Journal of Communications Laws and Policy (1),
Summer 1998, at http://www.digital-law.net/IJCLP/1_1998/ijclp_webdoc_14_1_1998.
Html7/10/2010.
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ISPs as accomplices to crimes carried out over their networks, stating Even on the Internet,
there can be no law-free zones ... The accused is not a victim. He abused.”

(™ Reuters, ‘Prosecutors appeal Somm’s case’, Wired News, 3 June 1998

() Germany clears Net chief of child porn charges’, Independent, 18 November 1999;

‘CompuServe ex-official’s porn-case conviction reversed’, Associated Press, 17 November
1999
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http://www.laws.findlaw.com/10th/992068.htm116/12/2010
DEY el anal ol ciypd fa O
(M COATRIEUX (M.) et BARBSA (C.), Histoire de la responsabilité des prestataires
techniques sur internent en Angleterre, in

“http://www.huriscom.net/variations/responsabilité- angleterre.htm 25/11/2010
() COATRIEUX (M.) et BARBSA (C.), P.R. P.2.
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() A similarity can be found in civil law within section 1 of the Defamation Act 1996 in

England and Wales which provides that: In defamation proceedings a person has a defence if

he shows that —

(a) he was not the author, editor or publisher of the statement complained of,

(b) he took reasonable care in relation to its publication, and

(¢) he did not know, and had no reason to believe, that what he did caused or contributed

to the publication of a defamatory statement.

™ Section 3 of the 1978 Act states, ‘where a body corporate is guilty of an offence under this
Act and it is proved that the offence occurred with the consent or connivance of, or was
attributable to any neglect on the part of, any director, manager, ... he, as well as the body
corporate, shall be deemed to be guilty of that offence and shall be liable to be proceeded
against and punished accordingly.” See, for an interpretation,G. LEONG, ‘Computer Child
Pornography: The Liability of Distributors?” (1998), Crim. L.R., Special Edition: Crime,
Criminal Justice, and the Internet, December, 19-29.
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() DTI, Net Benefit: the electronic commerce agenda for the UK, DTI/Pub 3619, October
1998. See also Speech by Mrs. Barbara Roche MP at the OECD Electronic Commerce
Ministerial Meeting, Ottawa: 9 October 1998

() Under UK law, however, an Internet Service Provider which has been made aware of the
illegal material (or activity) and has failed to take reasonable steps to remove the material
could also be liable to prosecution as an accessory to a crime.

Y. AKDENIZ, Internet Child Pornography and the Law National and International
Responses University, P.R., P.251.

(™ Internet Service Providers Association

() On this issue Net Benefit stated: Compliance with this code of practice (essentially the
removal of material from their UK servers following IWF notification) would likely be taken
in court as evidence of the ISP having made reasonable efforts to comply with the law.

Y. AKDENIZ, Internet Child Pornography and the Law National and International
Responses University, P.R., P.251.
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() European Commission, ‘Proposal for a European Parliament and Council Directive on

certain legal aspects of electronic commerce in the internal market’, COM(1998) 586 final,
98/0325 (COD), Brussels, 18 November 1998; European Commission, Amended proposal for
a European Parliament and Council Directive on certain legal aspects of electronic commerce
in the Internal Market (presented by the Commission pursuant to Article 250 (2) of the
Entreaty), COM(1999) 427 final, 98/0325 (COD). Directive 2000/31/EC of the European
Parliament and of the Council of 8 June 2000 on certain legal aspects of information society
services, in particular electronic commerce, in the Internal Market (‘Directive on electronic
commerce’) v 43, OJ L 178, 17 July 2000, p. 1.

™ Articles 13 and 14 of the Directive.

™ For a critique of notice and takedown provisions in relation to defamation, see Cyber-
Rights and Cyber-Liberties (UK) Press Release, ‘UK ISP found liable for defamation’, 26
March 1999, at <http://www.cyber-rights.org/press20/10/2010; R. UHLIQ, ‘Libel setback
for Demon’, Daily Telegraph, ‘Connected” Section, 1 April 1999; and Y. AKDENIZ, ‘The
case for free speech’, Guardian (Online Section), 27 April 2000.

(*) This is already possible under section 1 of the Defamation Act, and ‘notice and takedown’
is common practice for the removal of content alleged to be defamatory. Y. AKDENIZ,
‘Case Analysis: Laurence Godfrey v. Demon Internet Limited’ (1999), Journal of Civil
Liberties, 4(2), 260-67; ‘Cyber-Rights and Cyber-Liberties’ (UK), Hulbert’s Case, the Lord
Chancellor and Censorship of the Internet, 11 November 1999; and Y. AKDENIZ. and
W.R.H. ROGERS, ‘Defamation on the Internet’, in Y. AKDENIZ, C. WALKER and D.
WALL (eds), The Internet, Law and Society, Harlow: Addison Wesley Longman, 2000,
294-317. 30 This is the case in the United States with the Digital Millennium Copyright Act
1998

) Religious Technology Center v. F.A.C.T.Net, Inc., 901 F. Supp. 1519 (D. Colo.

1995), Religious Technology Center v. Netcom On-line Communication Services, Inc., 907
F.

Supp. 1361 (N.D. Cal. 1995).

) Cubby, Inc. V. CompuServe Inc. 776 F. Supp. 135 (1991), Stratton Oakmont, Inc. v.
Prodigy Servs. Co. 23 Media L. Rep. (BNA) 1794 (1995), and Kenneth M. Zeran v. America
Online, Inc. U.S. District Court, E.D. Virginia, 958 F.Supp (1997); U.S Court of Appeals, 4t
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Circuit, CA-96-1564-A, 129 F.2d 327 (1997); U.S. Supreme Court, Certiorari denied, Pet.
97-1488.

() Godfrey v. Demon Internet Ltd, QBD, [1999] 4 All ER 342; [2000] 3 WLR 1020; [2001]
QB 201. See further, Y. AKDENIZ, ‘Case Analysis: Laurence Godfrey v. Demon Internet
Limited’ (1999), Journal of Civil Liberties, 4(2), 260-67.

™ C. MACAVINTA, ‘CompuServe manager convicted’, Cnet News.Com, 28 May 1998.

( The managers of two Internet providers, WorldNet and France Net, have been charged
with distribution of child pornography on ‘alt.binaries’ newsgroups. They faced the
possibility of three years in jail and £65,000 fines. See Rooney, B., ‘Net porn crackdown’,
Daily Telegraph, 15 May 1996.

() Y. AKDENIZ, ‘To Link or Not to Link: Problems with World wide web links on the
Internet’ (1997), International Review of Law, Computers and Technology 11(2), 281-98

) HERTZ - ELCHENRODE (CH.), Questions juridiques du droit allamand relative a; a
publicité sur internet, Gaz. Pall., 1997,11, doct. P.1513

() Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in the
Internal Market, Official Journal of the European Communities, v 43, OJ L 178, 17 July
2000, p. 1. Note also Common Position (EC) No. 22/2000 of 28 February 2000 adopted by
the Council, acting in accordance with the procedure referred to in Article 251 of the Treaty

establishing the European Community, with a view to adopting a Directive on electronic
commerce, OJ C 128, 8 May 2000 pp. 32-50.
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() Section 4 of the Directive: Liability of intermediary service providers: Articles 12 (Mere
Conduit), 13 (Caching), 14 (Hosting), 15 (No General Obligation to Monitor).

(™ Article 12 deals with the issue of ‘mere conduit’ and under article 12(1)

‘Member States shall ensure that the service provider is not liable for the information
transmitted, on condition that the provider:

(a) does not initiate the transmission;

(b) does not select the receiver of the transmission; and

(c) does not select or modify the information contained in the transmission
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) Article 12 (3).
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() Report from the Commission to the European Parliament, the Council and the European
Economic and Social Committee — First report on the application of Directive 2000/31/EC on
electronic commerce, COM(2003) 702 final, Brussels, 21 November 2003, at
http://europa.eu.int/eur-lex/en/com/rpt/2003/com2003_0702en01.pdf, section 4.7.

™ Out of those Member States which have transposed the Directive, only Finland has
included a legal provision setting out a notice and take down procedure concerning copyright
infringements only: This information has been taken from the above-mentioned Commission
Report: COM(2003) 702 final.

(" ‘Ban on neo-Nazi web content in German state; upheld’, National Journal’s Technology
Daily, 22 December 2004. Between 2002 and 2004 the Diisseldorf District Administration
issued 90 ordinances against Internet providers in North Rhine-Westphalia, forcing them to
block access to certain websites with rightwing extremist content. See US Bureau of
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Democracy, Human Rights, and Labor, Report on Global Anti-Semitism, January 2005, at
<http://www.state.gov/g/drl/ rls/40258.htm18/11/2010. Note also Combating racism, racial
discrimination, xenophobia and related intolerance and comprehensive implementation of and
follow-up to the Durban Declaration and Programme of Action Note by the UN Secretary-
General, A/59/330, 4 October 2004.

") E.T. EBERWINE, ‘Note and Comment: Sound and Fury Signifying Nothing?: Jurgen
Bussow’s Battle against Hate-speech on the Internet’ (2004), 49 N.Y.L. Sch. L. Rev 353; and
C.D. VAN BLARCUM, ‘Internet Hate Speech: The European Framework and the Emerging
American Haven’ (2005), 62 Wash and Lee L. Rev 781.

(™) The Frontl4.org website had the following disclaimer: ‘Only front 14 offers free web
hosting and e mail exclusively to racialists. Many White people don’t have the time and
energy to put into hosting their own domain, so they join Geocities, Angelfire, etc., in an
attempt to get their voices heard. But these “free” services (who bombard you with ads) have
adopted an aggressive anti-White policy. We decided to provide an alternative to proud
White men and women, one that would be for our White interests only.’

Institute for Jewish Policy Research and American Jewish Committee, Antisemitism World
Report 1997.
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() Although the Court agreed that the racist portal violated the French law, the Court did not
require ISPs to block access to the portal. Référé 30 October 2001 TGI Paris: j’ Accuse, et
autres/14 fournisseurs d’acces Internet, Ordonnance de référé du Tribunal de grande instance
de Paris, 30 October 2001 <http://www.chez.com/aipj/ordonnance300ct2001>. B.
FRYDMAN, and I. RORIVE, ‘Regulating Internet Content through Intermediaries in Europe
and the USA’ (2002), Zeitschrift fiir Rechtssoziologie 23(1), S. 41-59, Max Planck Institute,
at <http://www.isys. ucl.ac.be/etudes/cours/linf2202/Frydman_&_Rorive_2002.pdf>.
(Al Aallad) opad) (8 3 sell GLaV) (3 ) Cans S el s Cpibaall (p Jlaally g Aalaia o4 ()

(" US Bureau of Democracy, Human Rights, and Labor, International Religious Freedom
Report 2005, section on France, 8 November 2005, at <http://www.state.gov/g/drl/
rls/irf/2005/51552.htm18/11/2010

() The E-Commerce Directive (00/31/EC): UK Government Consultation Paper.&
Questions for consultees 6.1 of the above consultation document. & DTI Consultation on
Implementation of the Directive on Electronic Commerce (2000/31/Ec):
<http://www.dti.govuk/sectors/ictpolicy/ecommsdirective/page10133.htm119/11/2010. &
The
Government’s Response to the Public Consultation, 31 July 2002.
(®) The Case of Bunt v. Tilley and others [2006] EWHC 407 (QB); [2006] 3 All ER 336

which clarifies these provisions in relation to liability for defamation.
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(") Government’s Response to the Public Consultation, 31 July 2002.
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The concept of notice-based liability is emerging in relation to other types of content,
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including terrorism related materials, over the Internet. The British government’s proposed
criminalization of the encouragement of terrorism and the dissemination of terrorist material
through the Internet following the July 2005 terrorist attacks in London is one example. The
Terrorism Act 2006, which came into force in March 2006, contains provisions criminalizing
the encouragement of terrorism and the dissemination of terrorist publications. The 2006 Act
also includes notice and takedown provisions if the encouragement or dissemination takes
place over the Internet.
L. BRYNJAR, ‘Al-Qaeda Online: Understanding Jihadist Internet Infrastructure’, Jane’s
Intelligence Review, 1 January 2006, at <http://www.mil.no/multimedia/archive/00075/Al-
Qaeda_online__und_75416a.pdf>.
ravall 13a 8 el &y e Aualdy Gl (3gia il i) el

ODIHR, Background Paper on Human Rights Considerations in Combating Incitement to
Terrorism and Related Offences, 2006, at <http://www.osce.org/documents/
0dihr/2006/10/21814_en.pdf>. U.K., H.C., Parliamentary Debates, vol. 442, col. 1471, 15
February 2006.

() The Home Office Paper entitled ‘Consultation: On the Possession of Extreme

pornographic Material’ (London: Home Office), August 2005; Home Office, Consultation n
the Possession of Extreme Pornographic Material: Summary of responses and next steps,
ugust 2006, at <http://www.homeoffice.govuk/documents/cons-extreme-porn-3008051/vt-
response-extreme-porn.pdf>. The responses received by the Scottish Executive

at <http://www.scotland.govuk/Topics/Justice/criminal/17543/ExtremePornograhicMateria/
Response> and the analysis of the Scottish Responses to the joint Scottish Executive

and Home Office consultation on the possession of extreme pornographic material at
<http://www.scotland.govuk/Topics/Justice/criminal/17543/ExtremePornograhicMateria/
AnalysisReport>.  The Cyber-Rights.Org Response to the initial consultation paper,
December 2005, at <http://www.cyber-rights.org/cyber-rights.org_response.pdf>; J.
PETLEY, ‘Press furore fuels knee-jerk response to “extreme” pornography’ (2006), Index
on

Censorship, October, at <www.indexonline.org/en/news/articles/2006/3/britain-violent-
pornbill- addresses-public-a.shtml>;J. Rowbottom, ‘Obscenity Laws and the Internet:
Targeting the Supply and Demand’ (2006), Crim. L.R., February, 97-109.

™ Report from the Commission to the European Parliament, the Council and the European

Economic and Social Committee — First report on the application of Directive 2000/31/EC on
electronic commerce), COM(2003) 702 final, Brussels, 21 November 2003, at <http://europa.
eu.int/eur-lex/en/com/rpt/2003/com2003_0702en01.pdf>.
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Spain and Portugal have opted for the model of Article 14 both for search engines and
hyperlinks, whereas Austria and Liechtenstein have opted for the model of Article 12 for
search engines and of Article 14 for hyperlinks. This information has been taken from
footnote 69 of the above-mentioned Commission Report: COM(2003) 702 final. The
Department for Trade and Industry (DTI) issued a consultation paper on the Liability of
Hyper linkers, Location Tool and Content Aggregators in June 2005. The consultation paper
considered whether the provisions of the Electronic Commerce (EC Directive) Regulations
2002 should extend to providers of hyperlinks, location tool and content aggregation services
or not. <http:// www.dti.govuk/files/file13986.pdf>. Note also the Government Response and
the summary of responses, December 2006, at
http://www.dti.govuk/files/file35905.pdf>.
(™ Section 230 defines ‘interactive computer service’ as ‘any information service, system, or

access software provider that provides or enables computer access by multiple users to a
computer server, including specifically a service or system that provides access to the Internet
and such systems operated or services offered by libraries or educational institutions.” 47
U.S.C. § 230(e)(2). The term ‘information content provider’ is defined as ‘any person or
entity that is responsible, in whole or in part, for the creation or development of information
provided through the Internet or any other interactive computer service.’” Ibid, § 230(e) (3).
The statute goes on to define the term ‘Information content provider’ as ‘any person or entity
that is responsible, in whole or in part, for the creation or development of information
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provided through the Internet or any other interactive computer service.” 47 U.S.C. § 230(e)
(3). However, for copyright infringement a different policy has been established with the
passage of the Digital Millennium Copyright Act (H. R. 2281) 1998.

) 47 USC § 230(b)(1) and (2).

() However, for copyright infringement a notice and actual knowledge-based liability policy

has been established with the enactment of the Digital Millennium Copyright Act (H. R.
2281) 1998.
(" Zeran v. America Online [1997] 129 F3d 327. Note that Zeran was adopted by other state

and federal appeal courts: Blumenthal v. Drudge (D.D.C. 1998) 992 F.Supp. 44, 51; Ben
Ezra, Weinstein, and Co. v. AOL, Inc., 206 F3d 980, 986 (10th Cir. 2000); Doe One v. Oliver
(Conn.Super.Ct. 2000) 755 A.2d 1000, 1003—4; Morrison v. America Online, Inc. (N.D.Ind.
2001) 153 F.Supp.2d 930, 933—4; Schneider v. Amazon.com, Inc. (Wn.App. 2001) 31 P.3d
37, 40-42; PatentWizard, Inc. v. Kinko’s, Inc. (D.S.D. 2001) 163 F.Supp.2d 1069, 1071;
Green v. AOL, 318 F3d 465, 471 (3d Cir. 2003); Batzel v. Smith, 333 F3d 1018, 1027 n.10
(9th Cir. 2003); Carafano v. Metrosplash.com, Inc. (9th Cir. 2003) 339 F3d 1119, 1123-4;
Barrett v. Fonorow (Ill.App.Ct. 2003) 799 N.E.2d 916, 923-5; Donato v. Moldow (N.J.
Super.Ct.App. Div 2005) 865 A.2d 711, 720-27; Austin v. CrystalTech Web Hosting
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(Ariz.App. 2005) 125 P.3d 389, 392-4. See further, Dowling, J., ‘Noah v. AOL Time
Warner: Are There Legitimate Barriers to Civil Rights Protection on the Internet?’ (2004), 14
Alb. L.J. Sci. and Tech. 775.

(" Doe v. America Online, Inc., 25 Media L. Rep. (BNA) 2112; 1997 WL 374223 (Fla. Cir.
Ct. 26 June 1997); Case No. 97-2587 (Fourth District Court of Appeal, Fla., 14 October
1998).

(" ‘AOL faces child porn suit’, Reuters, 24 January 1997.

(W “Jane Doe v. America Online, Inc., Case No. CL 97-631 AE; Decision: 1997 WL 374223

(Fla. Cir. Ct. 26 June 1997).

Al lads plasind e usiall a3l ol o de sens Ge (w28 Ron Russell e (pS sidad aaf oIS (9
cadi g ) Ll sy o pp A AS )

One subscriber, a former school teacher, Ron Russell, who was named in the suit, was

Convicted of an array of sexual charges. Russell allegedly used the service to sell images of

sexual acts involving himself. Russell is serving a 22-year sentence for attempted sexual

battery and a 14-year sentence on child pornography charges following Operation Innocent
Images conducted by the FBI in 1995 with the help of AOL.
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(" Jane Doe v. America Online, Inc., Case No. CL 97-631 AE; Decision: 1997 WL 374223
(Fla. Cir. Ct. 26 June 1997). See also ‘Judge: America Online not liable for porn peddlers’,
Associated Press, 14 June 1997.

™ Braun v. Soldier of Fortune Magazine, Inc., 968 F.2d 1110, 1118-19 (11th Cir. 1992).),
cert. denied, 506 U.S. 1071 (1993).

(™ Zeran, 958 F.Supp. at 1133.

) Doe v. America Online, Inc., 783 So. 2d 1010 (Fla. 2001), in approving the decision of
Doe v. America Online, Inc., 718 So. 2d 385, 27 Media L. Rep. (BNA) 1119 (Fla. Dist. Ct.
App. 4th Dist. 1998), review granted, 729 So. 2d 390 (Fla. 1999) and decision approved,
2001 WL 228446 (Fla. 2001).
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() Dissent by Lewis J in Doe v. America Online, Inc., 783 So. 2d 1010 (Fla. 2001).

(™ 40 Cal.4th 33, 146 P.3d 510, 51 Cal.Rptr.3d 55 (Cal. Sup. Ct., 20 November 2006).

™ Y. AKDENIZ, and W.R.H. ROGERS, ‘Defamation on the Internet’, in Y. AKDENIZ,

C. WALKER and D. WALL (Eds), The Internet, Law and Society, Harlow: Addison

Wesley Longman, 2000, 294-317.
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The US law does not require the service providers to actively engage in the monitoring of any

user, subscriber, or customer of that provider, or the content of any communication of any

such person.” Y. AKDENIZ, Internet Child Pornography and the Law National and

International Responses University, P.R., P.264.
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() 42 USCS § 13032 (b)(1).
™ Available at: http://www.cybertipline.com/19/10/2010
(¢ Under the Electronic Communications Privacy Act, an ISP could not turn information

over to law enforcement officials without a warrant. However, this Act requires, without a
warrant, ISPs to turn over whatever information they might acquire. (See 18 U.S.C. §
2702(b)(6)(B) amending ECPA to permit disclosure.)’ See Cyber Telecom: An Open Law
Project, ‘Reporting Child Pornography’, at
http://www.cybertelecom.org/cda/cppa.htm19/10/2010

() 42 USCS § 13032 (b)(4).

) TROLLER (K.), Publicité et internet en droit Suisse, in “la protection de la publicité par
le droit d'auteur” | Librairie Droz, 1996, P.212.
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() BOURRLE - QUENILET (M.) , les aspects juridiques du commerce électronique sur

internet , in http://www.unive- ntp2.fr/chaores/3.pdf.p.4.

™ STROWEL (A.) et IDE (N.), Responsabilité des intermediaries: actualités, 1égislatives

ET jurisprudantielles Droit et Nouvelles Technologie P. 10. In http://www.droit-

technologie.org 28/12/2010

™M VEROWEL (T.), Quelle responsabilite pour les acteurs d internet, in

http://www.grolier.fr/cyberlexnet/COM/A990228 . htm28/12/2010, P. 1.
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http://www.legalis.net/breve-imprimer.php3?id.article=1048 28/12/2010

™ (A.) Patrick, I'application du droit de la presse au réseau internet, JCP, 3 feves. 1999, Doc

P. 108.
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() TGI, ord. Refe., Paris, 9 juin 1998 ET cour dapple de Paris, 10fevrier 1999, D.I.T, 1999/2
p- 49note BICHON — LEVEURE (M. - E.).
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